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Introduction: Computers are expensive, and you probably want to protect your investment. Over time, it’s
impossible to prevent unsavory apps and other files from infiltrating a Windows PC. There are simply too many
ways for junk to seep its way in.

Viruses, Trojan horses, worms, and spyware are all threats that can damage your computer.
With regular maintenance and a bit of effort, however, it’s possible to keep a Windows
system relatively clean and performing at its peak.

Computer maintenance involves:
o Windows Updates
o Clear Internet Data
o Check for adware and malware
o Check for viruses and other threats
o Run maintenance on your hard drive
o Remove unwanted programs
o Backing up your computer
o Create a System image (Recovery disk)

Physical Cleaning

@)

Windows Updates: a8

Keeping your software updated can help plug security holes and

ensure optimal performance. If you haven’t already set Windows to (o Home
automatically update, do so now. Updates obtained through these Ok ot
channels are always official and can be trusted. Garge e

For Windows users, Start - search for Windows updates. You can
set your computer to download and install updates itself.
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Clear Internet data:

As you browse the Internet, your computer collects bits and pieces of information that can eventually build up

i leterut Prapartes © ®  tothe point that they cause performance issue, especially on older and
o ety | Pvacy | ot | Connessons | Pogues [ 2 g o\yer machines. The most basic way to do this is by using the tools
LI B . .
A9, To.ceste hame pige tabs, o sach adkkess on 4. own e that came with your Internet browser of choice. Internet Explorer
L hipe e yahog com - .
] users can clear all temporary data by going to Control Panel >
uee etk | Low i Internet Options = Browsing History.
Crarhgy
St wth tade Eom St Ll de-ien . . . . .

& Start wit home page This will delete temporary Internet files, cookies and website data,
. Tt | history, download history, form data, passwords, and tracking
Sp—— protections.

Delee & Mettin y, o, saved paiswor s, e web

i B Bty Fuitin y 500 a3l
Dl e, Setangs
DD A
|  coos || Lengusges || Fos | [ accessiary |
(2.3 Canced

Check for Adware & Malware:

Adware and malware are types of programs that can compromise your computer’s performance and create
security weaknesses. There are specialized free programs designed to find and erase adware and spyware.
Microsoft provides “Microsoft Security Essentials” & wesss secey fuerses

& “Windows defender” against any virus threat.
The best way to avoid adware and malware is to
never download anything you‘re not sure of, never
agree to install anything extra that comes packaged
with software you choose to install.

0 Did you kmow?

Virus, spyware, and other matware definttions are files that are wied to dentdly malicious of potentully unwa
on your PC
These defi are updated ally, but you can akio click Update to get the latest versions whenew
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Check for Viruses and other immediate threats:

The best way to defend your computer against malicious threats is with a powerful antivirus program. Windows
B Microsof Secury Essentials ] users have access to good free options that work at least as

e d " well as paid brands. Install them and allow them to run in
the background at all times. Since new viruses are always
being designed and released, it’s very important that you
allow your antivirus program to update as often as
possible.

Update sho H

O\'ﬁmrcaba,m

This gt Lake spme tme, dependieg cn the fype of soan selected.

-— ] Cancel scan

Sean type Choick scan
Seant e T3 PM
Time elapsed  O000:05
Rerms scanned: 3958

Renrc Co\Warndomet 5y s WA Packetdll

Run maintenance on your hard drive:

Hard drive is the most important element in a personal computer. Microsoft provides several tools to keep your
hard drive in a good health. Out of several tools, 3 o 2 =

i Pant
commonly used utilities are Disk cleanup, Disk SARIRDMES care
R T
Defragmenter, and System Restore. X Soppng Tool
1 Sound Recoeder
Sticky Notes
W) Sync Center
4 Windows Exglorer
= WerdPad
b Base of Access
| System Teols
O Charscter Map
o Compater :
W Comsol Panel .
% Duk Cearp
& Dik Defragment
.3 Internet Eaplover (No Add-ona) Help and Suppont
A Prwate Character Edace
N Rescurce Mondce
BB System tofeemancn
&, Systerm Pestore e
() Tatk Scheduder
B Wndows Easy Trander Repams
& Wndows Easy Trangler
b Tadiet PC
b Windows PowerShel
L Adcbe -

4 Bk

Control Paned

Devices and Prnters

Defaukt Prograrm

2ure rate (a

a ensnadare,
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Disk Cleanup:

If you want to reduce the number of unneccery files on your hard disk to free up disk space and help your

=, Disk Cleanup for 05 (C})

Digk Clearnup

You can use Disk Cleanup to free up to 144 MEB of disk
space on 05 (T3

Files to delete:
J Downloaded Program Files Dbytes =
%) Temporary Intemet Files 124 MB L
[ &3 Offline webpages MOKE |~
[ ' Recycle Bin 0 bytes
= || Temporary files 132MB -
Total amourt of disk space you gain: 127 MB

Description

Downloaded Program Files are Active, controls and Java applets
downloaded automatically from the Intemet when you view certain
pages. They are temporarily stored in the Downloaded Program
Files folder on your hard disk:.

(Genm s
How does Disk Cleanup work ?
’ OK l l Cancel ]

Disk Defragmenter:

Fragmentation makes your hard drive do extra
work that can slow down your computer. Disk
Defragmenter rearrages fragmented data so your
disks and drives can work more efficiently.

)
Launch Disk defragmenter by clicking Start
-> in seach box, type Disk Defragmenter -
Select the drive you want to defragment. Disk
Defragmenter might take several minutes to a few
hours to finish, depending on the size and degree
of fragmentation of your hard drive.

5z [ computer faster, use disk cleanup. It removes temporary files,
empties the Recycle Bin, and remove a variety of System files
and other items that you no longer need.

Launch Disk Cleanup by clicking Start button E<8 - in seach
box, type Disk cleanup = select OS(C:) - select files to be
deleted. Depending on the selection, it will take few minutes to
complete this process.

By Disk Defragmenter

+ Disk Defragmenter consolidates fragmented files on your computer's hard disk to improve system

* performance, Tell me more about Disk Defragmenter,

Schedule:
Scheduled defragmentation is turned on l 'E‘i' Configure schedule...
Run at 1:00 AM every Wednesday
Mext scheduled run: 3/11/2015 1:39 AM
Current status:
Disk Last Run Progress
‘*- 05(C) 2/10/201511:56 AM (0% fragmented)
My Book (E) 2/25/2015 3:22 PM (0% fragmented)
o RECOVERY 3/4/2015 1:43 PM (0% fragmented)

Only disks that can be defragmented are shown.

To best determine if your disks need defragmenting right now, you need to first analyze yolwgisks.

][ ) Defragment disk l

Close

l ) Analyze disk
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System Restore:

System restore can help fix problems that might be making your computer run slowly or stop responding.

System restore does not affect any of your
documents, pictures, or other personal data.
Recently installed programs and drives
might be uninstalled.

System Restore uses Restore Points to return
your system files and settings to an earler
point in time without affecting personal
files. Restore points are created just before
significant system events, such as the
installation of a program or device driver.
You can also create restore point manually.

Systern Properties

=

| Computer Name I Hardware I Advanced | System Protection | Remote

Remove Unwanted Programs:

Even if you are extremely careful about

which websites you visit and the applications you installed on your PC, unwanted apps or program will

Lse system protection to undo unwanted

eMy changes and

1 L_.____ restore previous versions of files. 3hat is wsrtem%ectinlﬁ
Ly

System Restore
*ou can undo system changes by reverting
your computer to a previous restore point. [ System Restore...
Protection Settings

Awailable Drives Protection

. RECOVERY CHf
—a My Boak (E:) ff
£5,05 (C:) (System) On

Configure restore settings, manage disk space, [
and delete restore points.

Configure. ..

Create a restore point ight now for the drives that .
have system protection tumed on.

Lok |

Cancel ]

inevitably creep their way in. Over time, numerous unwanted programs tend to appear on Windows-based
systems. Removing these unwanted programs will free systems resources for other things, which will ultimately
improve the responsiveness and performance of your

Uninstall or change a program

Teo uninstall a pregram, select it from the list and then click Uninstall, Change, or Repair,

Organize *  Uninstall/Change
MName Publisher Installed On  Size Version
@ Mozilla Firefox J8.0 (x.. Mozilla 3/2/2015 847 ME 360
Adobe Flash Bfayer1.. Adobe SystemsInco.. 2/4/2015 6.00 MB  16.0.0.305
Adobe Flashflayerl... Adobe SystemsInce.. 2/4/2015 6,00 MBE  16.0.0.305
e Skype™ 7.0 Skype Technologies.,  1/22/2015 482 MB 70102

5 Microsoft Visual C++... Microsoft Corporati...  1/21/2015 596 KB 9.0.30729
M 3M(TM) Cloud Librar.. 3M 1/21/2015 140
&=l Web Photo Album 1.1 1/12/2015
& Cartoonist 1.3 1/12/2015

£ VLC media player 200  VideoLAN 12/31/2014 200
mLAME v3.99.3 (for Wi... 12/31/2014 152 ME

€ Audacity 206 Audacity Team 12/31/2014 472MB 208

M Wireshark112.2 (64-... The Wireshark devel... 12/24/2014 994 MB 1122

(9 WinPcap 413 Riverbed Technolog.,  12/24/2014 41.,0.2980
Adobe Reader XI(11... Adobe SystemsInco.. 12/13/2014 183 ME 11010
‘ Microsoft Security Es...  Microsoft Corporati..  9/11/2014 46,3050
W HP Update Hewlett-Packard 9/10/2014 399 MB 5005002002
Adobe Reader XI MUl Adobe Systems Inco..  8/18/2014 567 MB 11.0.00
71 Sierra Desktop App Innovative Interfaces  7/30/2014 1000

» Microsoft Silverlight Microsoft Corporati.,  7/24/2014 149 MB 51305140
(D Cisco WebEx Meetings  Cisco WebFx LLC 6/19/2014
| £/Java T Update 60 Oracle 6/18/2014 118 MB  7.0.600

PC.

_—

To uninstall a program click Start button = BN
Control Panel - Programs and Features, select a

program and then click on Uninstall
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Back up Your Computer:

Once you’ve cleaned up your computer, it’s time to

L i . (o) osamptucp
preserve it. This could be done by creating a restore point,
which the computer can be rolled back to in the event of a Select where you want (e your backup
disaster. e recemmend that you save your backup on i extemal had drve Gadeboss for chossng 2 s
gestingen
You should also backup your personal data using Windows L S —
“Backup and Restore” utility. It is recommended to :;mm R
backing up your computer on external drive daily.
@M;M&m«mm G8H0GE  3MTB
To backup, click on Start button - type, Backup
and Restore - click Set up backup L |
[ heen | _ Stecnsodwer.
If you want your data accessing from every where, try
backing up on the cloud.
[ et ] [ Came |

Microsoft, Google, Carbomite, CrashPlan, Backblaze, and SOS backup offer cloud backup.

(T (8

R
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Common Sense Using Internet:

The Internet is a staple in many people’s everyday lives. It is a great place full of wonderful information, but it
is also full of many dangers. To stay safe on the internet, use the following strategies.

1 Choose strong passwords

2 Be mindful when installing programs or agreeing to
terms

3 Do not give out personal information to strangers

4 Don’t fall prey to phishing scams, like claim your

prize, etc

5 Keep your eyes peeled for online scams

6 Limit the information you share on social media

7 Use an anti-virus, anti-spyware, and a firewall

8 Secure your wireless router

9 Turn off file sharing and network discovery when using a public wireless network

10 Always check for secure transaction info, like https://

11 Download files from trusted sources. Don’t download or use any software about which you aren’t 100%
certain of its source and appropriate use. Be aware of “free download” and “free scan”, they will not
work until you register and buy that software.

12 Do not download illegal copyrighted material without paying for it
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Common Sense using Email:

e If you get an email from someone you don’t know, DELETE IT!

e If you get an email from unknown sender with a file attachment, DELETE IT!

e If a bank or credit card company emails you and to tell you your account was hacked, DELETE IT!

e If you get an email that tells you to send
money somewhere, DELETE IT!

e If you get an email that tells you that you've
WON money..... DELETE IT!

¢ If you get an email with an attachment that's
compressed and password protected,
DELETE IT!

e Be wary of poorly written broken English
emails. For one, it's not worth reading and
two; it's probably a scam or a virus.

e Be very wary of Greeting cards and Evites.

Most of them want you to click on a link.

e If you get an email from your mother in-law
telling you about a new virus on the internet DELETE IT (sorry, couldn’t resist).
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Physical Cleaning:

Cleaning your computer, component, and peripherals helps keep your computer in good working condition. In
this example, it is obvious that all the dust and dirt is going to prevent proper air flow and may even prevent the
fan from working.

General Cleaning Tips:

e Never spray or squirt any liquid onto any computer
component. If a spray is needed, spray the liquid
onto a cloth.

e You can use a vacuum to suck up dirt, dust, or hair
around the computer. However, do not use a
vacuum inside your computer as it generates static
electricity that can damage your computer. If you
need to use a vacuum inside your computer, use a

portable battery powered vacuum or try compressed
air.

e When cleaning a component or the computer, turn it off before cleaning.

¢ Be cautious when using any cleaning solvents; some people have allergic reactions to chemicals in
cleaning solvents and some solvents can even damage the case. Try always to

use water or a highly diluted solvent. =
e When cleaning, be careful to not accidentally adjust any knobs or controls. {
Also, when cleaning the back of the computer, if anything is connected make -

sure not to disconnect the plugs.

e When cleaning fans, especially smaller fans, hold the fan or place something
in-between the fan blades to prevent it from spinning. Spraying compressed air
into a fan or cleaning a fan with a vacuum may cause damage or generate back
voltage.

e Never eat or drink around the computer.
e Limit smoking around the computer.

So stay safe, be smart and don’t be an Internet victim. Following these tips should help with keeping your
computer virus free MOST of the time.
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